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Elements of an Effective Vendor Risk Management Program
By Brian Hardenberg
In recent years, many businesses have shifted from complex,
inefficient, in-house-oriented processes to a leaner, agile
environment by deploying an outsourced strategy. This
change can have many benefits to the business including
decreased cost, increased productivity and increased
flexibility based on company needs. While the benefits
appear obvious, the risks associated with these relationships
and how to effectively mitigate them often remain less clear.

with testing the program that management has developed
and implemented while providing value-added feedback.
Vendor management is a strategic process that is dedicated
to the sourcing and management of vendor relationships
while maximizing value creation and minimizing risk to the
enterprise.
A proper vendor management program provides guidance
on how to address new or existing vendors and typically
includes:

The risks which need to be mitigated can reside at the thirdparty vendor, within the organization or both. There a range
of associated risks, including:

• Formal Policy and Procedure Documents
• Vendor Selection Due Diligence

• Strategic

• Vendor Onboarding

• Financial Stability

• Ongoing Vendor Monitoring

• Financial Reporting

• Vendor Termination

• Legal

• Proper Issue Escalation

• Reputational

Once a third-party is determined to be needed, proper due
diligence should be executed prior to selecting a vendor. A
formal RFP process and approval should be conducted to
ensure the appropriate vendor is selected. Credit checks,
background checks and in-depth questionnaires assist in
mitigating the financial, legal, compliance, and reputational
risks.

• Project
• Operational
• IT/Cybersecurity
• Regulatory
Increasingly, management is leveraging their internal audit
function as a resource to assist them with third-party vendor
risk. How does internal audit help? Internal audit is tasked
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After due diligence is conducted and a vendor is selected,
an executed contract is needed prior to accepting services.
The onboarding of new vendors ensures the company and
vendor have necessary information and capabilities. An
effective vendor management program includes ongoing
monitoring activities over the existing vendors. This
includes the following:

The final part of an effective vendor management program
is proper issue escalation. If there is an issue, how should
it be escalated and to whom? A suitable process can help
mitigate the total loss in an incident, because proper
actions can be taken quickly and appropriately. On an
annual basis, the escalation process needs to be reviewed
and tested to ensure it remains current in both design and
operation.

• Statement on Standards for Attestation Engagements
(SSAE 18)/End-User Consideration Review

A proper vendor management program framework aids in
addressing the administration of third-party relationship,
is updated for new industry or regulatory standards and
reviewed annually. With the growing number of third-party
vendors utilized within business functions, proper vendor
management programs are essential in maximizing value
while minimizing risk.

• Contract Management Procedures
• Vendor Listing Review
• Service Level Agreements (SLA) Review
Many times in reviewing an organization’s vendor listing,
it is determined a third-party vendor is no longer needed
and proper termination procedures should be followed
to mitigate security risk. The organization needs to
completely terminate the vendor from all applications to
ensure there is no loss of important data.

PRTS Intelligence | Q1 2019

Brian Hardenberg is a senior in EisnerAmper’s PRTS.
Questions? He can be reached at 732.243.7539 or
brian.hardenberg@eisneramper.com.
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Intelligent Automation as a Business Applications Strategy
By Emily Modelevsky
WHAT IS ROBOTICS PROCESS AUTOMATION?

Successful organizations look for opportunities to improve
their business operations. Technology can be a major
driver not only in achieving operational efficiencies but also
doing so in a cost effective way. Effective chief information
officers maintain a high level of vigilance when it comes to
new technology. Innovation is part of their duties and the
business expects the IT organization to provide strategic
guidance on the use of new technologies towards achieving
their business objectives.

Robotics process automation (“RPA”) refers to the use of
digital technology to fully (or partially) automate a process
in order to accomplish a workflow or a function. In essence,
a software ‘bot’ mimics what a user can do, but at a much
greater speed and accuracy.

DIGITAL SOLUTIONS AS PART OF A BUSINESS
APPLICATIONS STRATEGY

COMPETING IN THE BUSINESS WORLD

Companies that have implemented digital solutions
have eliminated 60% to 95% of manual processing tasks.
Intelligent automation involves the combination of RPA and
artificial intelligence to automate processes and enhance
data insights and outcomes. RPA can be beneficial for any
process of your business. Its use is designed to increase
productivity and accuracy, and eliminate human error and
unreliability.

To compete in today’s digital world, business leaders
must find ways that automation can be incorporated in
daily business. According to BMC.com, digital business
automation is working to bridge from existing IT
infrastructure to the digital-first technologies of today, while
maintaining security and enabling speed and the agility that
IT needs to balance diverse infrastructure, disparate data
and accelerated applications. Intelligent automation involves
the use of adaptive tools and technology to help IT and
the business continue to grow revenue, secure competitive
advantage and ensure operational excellence.
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Processes can be streamlined in order for staff to focus
on more engaging work that adds value to the business.
The graphic below highlights the main benefits of RPA.
Applying RPA requires an overall strategy and a plan of
action and a roadmap. It also must apply to specific needs
and each organization’s overall technical maturity must
be examined prior to embarking on any type of digital
initiative.
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BENEFITS OF ARTIFICIAL INTELLIGENCE
Accuracy
Extreme accuracy and uniformity –
much less prone to error or typos

ImprovedEmployee Morale
Workers can dedicate more time to
engaging, interesting work
Productivity
Process cycles times are
much faster compared to
manual process approaches

Low Technical Barrier
No programming skills
necessary to configure a bot

Compliance
Bots follow regulatory
compliance rules to a tee and
provide an audit trail history

Reliability
Bots tirelessly work 24/7
without interruption

Non-Invasive Technology
No disruption to underlying legacy
systems, reducing the burden of IT

Consistency
Routine tasks are performed the same
way each and every time
Source: Laserfiche

ARTIFICIAL INTELLIGENCE
Artificial intelligence simulates human intelligence by using software algorithms to think similar to a human, but much, much
faster. Examples of artificial intelligence range from spam filters or smart email categorization to smart personal assistants
such as Siri, Cortana and Alexa. Advanced uses of artificial intelligence include data analytics, machine learning and cognitive
systems (i.e., IBM Watson). Artificial intelligence can unlock tremendous capabilities for an organization and put it way ahead
of any competitors. The world continues to change – rapidly. Are you keeping up?
Emily Modelevsky is a senior in EisnerAmper’s PRTS.
Questions? She can be reached at 215.881.8174 or
emily.modelevsky@eisneramper.com.
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The Disconnect Between Spending and Implementation
By Barbara Ping
2. IMPLEMENTATION REQUIRES TIME AND
RESOURCES

Risk management helps identify, analyze, and remediate
risks to enable organizations to achieve their objectives.
Anticipating the risks of the emerging digital technology
is the first step in IT risk management. Companies
are increasingly investing more into IT security tools.
However, there is a disconnect between spending and
implementation. According to the 2018 Thales Data Threat
Report, while there was a 78% increase in IT security
spending, data breaches did not slow down. There may be a
few reasons for this disconnect:

Problem: Many times, a company will implement a tool
but not have the adequate resources dedicated to proper
training. Spending money on the best products and
services the company ultimately cannot integrate is wasteful
as the company will be unable to utilize these solutions to
their fullest potential. Solutions to IT risks are complex and
have a learning curve. Implementation also requires a lot of
time, expertise and resources, which IT security departments
often lack.

1. OVERRELIANCE ON COMPLIANCE
Problem: Satisfying compliance requirements does not
equate to a properly safeguarded organization. It is
tempting to spend a lot of money on compliance because
of the regulations and potential consequences. However,
companies should note that compliance regulations grow
slowly compared to the advancement in technology.

Solution: Understand your organization’s capabilities to
find a solution that can complement its infrastructure and
then gather the resources required to implement that
solution. Do not put human resources on the back burner
as digital expertise can encourage a culture of security.
It is imperative to raise awareness then train employees
to help foster a cybersecurity-conscious organization.
According to the 2017 IBM X-Force Threat Intelligence
Index, 60% of cyber attacks result from intentional or
unintentional employee activity. First, provide relatable
examples so employees can understand why cybersecurity
is crucial in protecting the organization and themselves.
This way, it motivates employees to go the extra mile in
implementing the solutions. An organization should also
make sure all employees are onboard; remember, a chain
is only as strong as its weakest link. Second, prepare a

Solution: Shoot above compliance only; concentrating on
reporting efforts takes away from actual security efforts.
Look beyond the regulations by dissecting the risk and
gaining insight on how and why the attacks are successful.
Industry benchmarks can help create an integrated
approach between security and compliance so you can
achieve your cyber risk management goals along with
compliance.
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CONCLUSION

comprehensive training program that involves participation
to keep employees engaged. It will be beneficial to tailor
training courses so employees don’t experience information
overload. In addition, this will help employees hone in and
see how their roles directly tie in to the whole organizational
effort.

The disparity between increased IT security spending and
data breaches can be attributed to a few common mistakes.
First, companies are relying too much on compliance and
should, instead, shift more efforts into analyzing why attacks
are successful and deploy solutions that can address those
risks. Second, implementing solutions requires time and
effort that many organizations often lack. To counteract
this, encourage a culture that promotes cybersecurity
through raising awareness and training. Last but not least,
organizations need to stay up-to-date with technology.
Utilize a cloud-based security platform that can provide a
real-time monitoring solution. Now is the time to embrace
cybersecurity, to protect your organization and yourself.

3. A NEW APPROACH IS NEEDED
Problem: Many companies increase spending on defenses
that are no longer as effective because it is hard for
organizations to let go of security tools they took years to
master. However, the fact of the matter is that technology is
evolving quickly and a company’s defenses need to be time
relevant.
Solution: Know when to cut your losses because
organizational agility is key for cyber risk management.
On-premise security is no longer considered secure; once a
hacker is able to breach one device, they have an entryway
to the whole network. The future of cybersecurity is in the
cloud due to the data separation technology. In addition,
the cloud is more scalable and less costly to maintain than
an on-premise network. An organization should emphasize
detection and response to train their people to anticipate
and readily respond to disruptions. As an example,
CloudAccess, Inc.* is a cloud-based security platform
that can provide a 24/7 real-time holistic monitoring
solution. Their services include integrated SIEM (security
information and event management), log management,
vulnerability scanning, PEN testing, access monitoring
and much more all in one platform. So what does this
mean for your organization? CloudAccess’ predictive
behavior algorithm can help detect and prevent potential
threats while providing real-time alerts on impending
risks. In addition, compliance will be easier to achieve as
CloudAccess provides multiple reports that can be utilized
for risk analysis and audits. Remember, cyber-attacks are not
a matter of if, but when.

Barbara Ping is staff I in EisnerAmper’s PRTS.
Questions? She can be reached at 347.735.4806 or
barbara.ping@eisneramper.com.

*This content is for discussion purposes only. It does not constitute an endorsement of any product or service.
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Effect of Cyber Fraud on Companies’ Internal Controls
By Rhina Brito
There are a variety of ways in which perpetrators can attack
companies and get access to sensitive and confidential
information. One of the most common types of attacks
is the spear phishing attack. A phishing attack is defined
as the practice of sending emails that appear to be
from a trusted source with the goal of gaining personal
information or influencing users to do something. Spear
phishing is a targeted form of phishing activity whereby
attackers conduct research into their targets and create
messages that are personal and relevant. A phishing attack
is also classified as a type of social engineering attack.
Social engineering relies heavily on human interaction and
involves manipulating people into breaking normal security
procedures and best practices for financial gain or in order
to gain access to systems, networks or physical locations.

breaches. It was noted that six out the nine companies
disclosed these incidents in their SEC filings. Out of these six
companies, three disclosed that the breaches resulted in a
material weakness in their internal controls. Audit Analytics
took a closer look at these three companies – Ubiquiti
Networks, RealPage and ConnectOne Bank.
Ubiquiti Networks is a technology company with
headquarters in New York, NY which manufactures wireless
data communication products for enterprise and wireless
broadband providers. A series of fraudulent emails which
started on May 19, 2015 were sent to the company’s former
chief accounting officer claiming to be from the company’s
CEO, Robert Pera. The chief accounting officer sent 14
transfers for a total of $46.7 million to various entities in
different countries. The breach was not discovered until
June 5, 2015. As a result of this breach, new controls were
implemented in the cash distributions process and control
deficiencies were fully remediated.

These fraudulent email attacks have become a prevalent
method over the last few years for perpetrators to take
money from companies. In many cases, public companies
who are registered under the U.S. SEC are targets. In a
report issued by the SEC, there were a total of nine cases
analyzed in which fraudulent emails were sent to either
executives or vendors asking for a transfer of funds. In some
of these cases, the failure of the companies to prevent or
detect the cyber-attack in a timely manner resulted in a
material weakness in the companies’ internal controls. None
of these companies were specifically called out. However, an
analysis was performed by Audit Analytics which looked at
nine cases where companies disclosed incidents of similar
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RealPage is a software company with headquarters in
Richardson, TX which provides property management
software solutions to companies in the multifamily,
commercial, single-family, and vacation rental housing
industries. The perpetrator gained access to the systems of
a RealPage subsidiary in May 2018. A total amount of $8
million, which was to be paid to three vendors, was instead
diverted to the perpetrator’s account. As a result of this
breach, new controls were implemented such as multifactor
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authentication and employee training and control
deficiencies were fully remediated.
ConnectOne Bank is based in Princeton, NJ and provides
personal and business banking products and services.
The perpetrator gained access to a business customer’s
email account in November 2014 and a total of $1.5 million
was diverted to the perpetrator’s account. As a result
of this breach, new controls were implemented related
to customer verification procedures as well as approval
authorities and control deficiencies were fully remediated.
These case studies show how important it is to consider
cybersecurity risks when evaluating companies’ internal
controls. Companies should ensure that the internal
controls in place are addressing these risks and, if not,
should consider implementing new controls. These risks
can be proactively addressed before they are exploited
by performing a cyber risk assessment. A cyber risk
assessment, as defined by the National Institute of
Standards and Technology (NIST) guidelines, is used to
identify, estimate, and prioritize risk to organizational
operations, organizational assets, individuals and other
organizations resulting from the operation and use of
information systems. Performing a cyber risk assessment
can provide companies with the following benefits:

Auditors should also be looking out for specific weakness
areas when performing an audit. For example, auditors
should be inquiring and ensuring that there are controls
around wire transfers such as the requirement to have
redundant signatures, voice verifying the requestor of the
wire and/or automatically flagging external emails. Taking
a proactive approach to addressing cybersecurity risks will
reduce the likelihood that a breach or security incident will
occur that can ultimately lead to a material weakness in a
company’s internal controls.
Rhina Brito is a senior in EisnerAmper’s PRTS.
Questions? She can be reached at 732.243.7702 or
rhina.brito@eisneramper.com.

• Reduce long-term costs
• Provide a template for future assessments (as cyber
risk assessments should be updated continuously)
• Provide organization with greater self-awareness
• Help avoid breaches and other security incidents
• Improve communication (as it requires input from
various departments)

For more information, please contact us at
eisneramper.com/contact-us
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