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| The Importance of Mitigating, Monitoring,
| and Managing Shadow IT Organizations
By Joseph Suarez
With the ever-increasing number of computer
applications and programs available coupled with
reductions in IT department staffing, many entities
are now dealing with “Shadow IT” organizations.
Shadow IT refers to computer programs,
applications or other related protocols utilized
within an entity without explicit organizational
approval (usually from the IT Department),
which could result in financial, compliance, and
regulatory risks. As such, IT departments need to
be ever diligent at monitoring their organization
to identify the existence of shadow IT in order
to efficiently and effectively mitigate any issues
before they arise.

an organization from unwanted risk such as data
loss or use of unlicensed software. To effectively
increase adoption of these IT policies, proper
employee education is crucial. By educating
and instructing their employees, corporate IT
departments will be able to raise awareness of the
risks associated with shadow IT – and hopefully
mitigate the likelihood that shadow IT may present
itself within their own organization.
Lastly, organizations that actively engage their
employees to identify efficient and effective
applications, programs or systems are better
able to adopt new solutions without the need for
their employees to develop a solution on their
own. Employing this strategy will not only aid
in decreasing the formation of shadow IT within
an organization; it may also increase employee
morale because employees will be pleased to see
their voices being heard.

Why do employees decide to use unapproved IT
applications and programs? The answer may be
as simple as the fact that many individuals want
to utilize applications and programs that they
find useful and have prior experience with. This
tendency may explain why individuals do not
take the time to adopt the standard IT software
approved by their organization.

Shadow IT can create a wide array of risks; however,
these risks can be managed by developing an
efficient and effective corporate policy coupled
with continuous employee education, instruction,
and communication. Ultimately, close attention to
the root causes that give rise to shadow IT will help
limit the opportunities for shadow IT to establish
itself within an organization.

In order for corporate IT departments to efficiently
and effectively manage this problem, they
must seek to answer not only the needs of their
enterprise, but also the needs of their personnel.
How can IT departments begin to formulate a
potential solution? A positive first step forward
is the creation of IT policies to address a variety
of guidelines, including acceptable use of thirdparty applications or appropriate installation
of programs. The establishment of IT policies to
mitigate the creation of shadow IT will help protect
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| Business Continuity and Crisis
| Response: What is Your Plan?
By Jack Paladino

directors is crucial when getting started. To
successfully design these plans, management
must have a strong understanding of its business
environment, its critical infrastructure and the
potential internal and external factors that could
affect systems, data and assets. By working
together, realistic and achievable goals can be
established when a crisis occurs.

the plans. Management should stay up-to-speed
by distributing up-to-date incident response
policies to key stakeholders within the organization,
ensuring current policies are followed during the
time of crisis. In addition, organizations should
take the time to reassess the adequacy of their
plans when breaches occur at other companies;
by doing so, organizations will often identify
improvements to their own plans.

REACT

At some point, all organizations are faced with
challenges that necessitate a robust business
continuity plan coupled with a sound crisis
response strategy. Organizations must be ever
aware of the impact that events such as data
breaches, natural disasters and other adverse
events can have on their reputation and ongoing
viability as an enterprise. To stay ahead of the
curve, business leaders need to be proactive at
identifying and developing plans to navigate their
organization through a potential crisis.

Through June 30, 2019, there were over 3,800 data
breaches reported -- an increase of 54% over 2018.1
Typically, a data breach will result in the loss of
secure, confidential information that will commonly
contain “personally identifiable information” (PII),
which can include an individual’s name, address,
Social Security number, banking information and
email address. For instance, TrueDialog, a leading
SMS texting solutions company, due to a data
breach created by the exploitation of a database
left password-unprotected, exposed and made
accessible their customers’ confidential data.2
What steps should a company take when such an
event takes place? To help answer that question,
let’s focus on actions to prepare, react, respond
and recover from a business crisis.

To increase the likelihood that plans developed to
deal with and respond to a crisis are successful,
close coordination between those involved with
governance, the executive officers and the board
of directors must be present. The foundation to
getting started is through the creation of a welldocumented disaster recovery, incident response
and business continuity plan. By using a data
breach as an example, the importance of having a
strong foundation in the event of a crisis becomes
apparent.

PREPARE
Gaining the recognition of the importance and
necessity of formal disaster recovery, incident
response, and business continuity plans of an
organization’s senior leadership and board of

1
James Sanders, “Data Breaches Increased 54% in 2019 so Far,”
TechRepublic, 15 August 2019.
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Formal, documented crisis response plans assign
responsibilities to key stakeholders throughout
the organization. Before the crisis response plan
becomes actionable, an organization must identify
the cause of the crisis. Once the root of the crisis
is successfully identified, management can make
sure the disaster is contained. Prior to resuming all
business operations, it is crucial for management
to determine that the incident is contained and
data, assets and other critical information are
safely protected.

RESPOND
After assessing the severity of the effect that
the crisis has had on external stakeholders, it is
essential to communicate that information with
affected parties. In some instances, it may be
determined that data breaches did not result in
compromised PII; even so, management can utilize
the breach as a learning experience to bolster the
formally documented response plans.

RECOVER
The ability to quickly recover back to status
quo and avoid severe financial and reputational
losses is critical. Crisis response plans should be
continuously tested to ensure an organization can
recover from a crisis in a timely manner. Lessons
learned and efficiencies identified through the
periodic testing of crisis response plans should be
the focal point of making continuous updates to
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| California Consumer Privacy Act
By Gaurav Narula
- Sources from which the company obtains
personal information;

The California Consumer Privacy Act (“CCPA” or
the “Act”) took effect on January 1, 2020. The
Act gives California residents the right to know
what personal data of theirs companies collect,
use, share or sell. The law covers a wide range
of data including names, addresses, Social Security
numbers, passport numbers, email addresses,
internet browsing histories, purchasing histories,
personal property information, health information,
professional or employment information, and
educational records.1 It also allows the state’s
residents to ask companies to delete their data and
not sell it. CCPA applies to companies that collect
consumer data, do business in California, and fall
under one of the following three thresholds:2

- Specific personal information the company
has;
- Reasons the company collects personal
information;
- Third parties with whom business has shared
personal information; and
- Who at the company has access to the
information.
• Making it easy for consumers to exercise their
rights under the Act, such as by providing a link
on the organization’s website or access to a toll
free 800 number.

• Annual gross revenue over $25 million.

• Responding within specific time frames (45 days
for deletion of personal data) to requests made
by consumers under the Act.

• Access to personal information of more than
50,000 people.
• 50% or more in annual revenue from selling
consumer personal information.

• Keeping records of all requests made under the
act and how they responded.

The obligations for companies as related to the Act
are summarized below:

• Updating privacy policy as it relates to the Act.
• Verifying the identity of consumers making
requests under the Act.

• Providing consumers with a report which can be
performed by “data mapping” that is continually
updated to provide the following information:3

• Ensuring reasonable security measures have
been implemented, both physical and electronic,
to safeguard the personal information of
employees and job applicants.

- Categories of personal data being collected;
1
AP, “California consumer privacy law can affect businesses across U.S.
starting January 1,” CBS News, December 18, 2019.
https://www.cbsnews.com/news/california-consumer-privacy-law-canaffect-businesses-across-u-s-starting-january-1/

Usama, Kahe, Ebbink, Benjamin, “California’s Groundbreaking Privacy
Law Amended: What Do Employers Need To Know?” Fisher Phillips,
October 12, 2019.
https://www.fisherphillips.com/Employment-Privacy-Blog/CCPAAmendments-Affecting-Employers-Doing-Business-In-California
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Quartararo, Mike, “Challenges of the California Consumer Privacy
Act,” Above The Law, October 29, 2019
https://abovethelaw.com/2019/10/challenges-of-the-californiaconsumer-privacy-act/
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Even though the CCPA went into effect on January
1, 2020, the California Legislature has allowed a sixmonth grace period before enforcement. As the
CCPA begins to take hold in California, the natural
question is: Will other states follow? Currently,
nine other states are considering similar laws and
Maine and Nevada have passed narrower versions
of the privacy legislation. Five other states have
tabled new privacy rules, and instead created task
forces that will study how to regulate data privacy.4
Given the CCPA and expected changes to come in
other states, many companies are extending the
CCPA to all states in which they operate.
After the CCPA passed, many companies voiced
concerns that they would soon need to comply
with 50 different privacy laws. As such, the
argument that it would be more effective – and
certainly more straightforward – to pass a single,
federal privacy law that applies to all states equally
has been gaining momentum. Currently, a number
of federal-level privacy bills have already been
proposed, including the following:

• Most recently, Senator Marco Rubio (R, FL) has
proposed the American Data Dissemination Act,
a much less rigorous privacy law that would ask
the FTC to recommend rules and regulations
that Congress would finalize, rather than giving
it the authority to create regulations.7
If any of the above becomes federal law, it will
most certainly need to garner broad support
and satisfy a range of competing interests. So is
the CCPA setting the standard for other states or
federally? Time will tell, but it seems likely that
a new generation of privacy legislation across the
United States is on its way.8 The rest of the United
States is watching California closely, scrutinizing
the amendments that are passed, and modifying
their own legislation accordingly.

• The Data Care Act of 2019, which was introduced
on December 2, 2019 by U.S. Senator Brian
Schatz, (D, HI) and 16 other sponsors. The bill has
not yet moved beyond the Senate Committee
on Commerce, Science, and Transportation.5
• In November 2019, the Senate Democrats
introduced a Consumer Online Privacy Rights
Act (COPRA) digital privacy bill that would push
for a federal privacy law and would strengthen
the Federal Trade Commission’s (FTC’s) ability to
enforce digital privacy protections.6
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