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Addressing Medical Device Security
By Steven Kreit
“We are aware of hundreds of medical devices that have
been infected by malware,” noted a senior official at the U.S.
Food and Drug Administration. Though there have not been
any reported injuries or deaths, it’s a sobering statement
nonetheless.

with the push for the widespread use of electronic medical
records. This question is, is there anyone doing anything about
the security threats? Thankfully, the answer is yes.

CONCERNED GROUPS
A variety of public and private organizations have jumped into
the fray.

More than half the medical devices sold in America rely on
software, and 10-million-plus Americans use life-saving
medical devices such as pacemakers and infusion pumps. If
devices like these – that send and receive information via a
wireless connection – could be tampered with, it could mean
disaster for patients. In fact, in 2007 doctors modified the
heart defibrillator of then Vice President Dick Cheney for fear
of a potential cyberattack.

The Archimedes Research Center for Medical Device Security
at the University of Michigan brings together medical and
computer science experts to research methods for improving
medical device security and helping manufacturers implement
solutions.
“I Am the Cavalry” is a global grassroots organization that
focuses on issues where computer security intersects
public safety and human life. It strives to help medical
device manufacturers and health care providers secure their
equipment.

Leading U.S. Medical Device Manufacturers
(2015 revenue in billions of dollars)
Johnson & Johnson

$28.7

General Electric

$18.1

Medtronic Inc.

$17.1

Baxter International

$16.4

Cardinal Health

$11.0

The Center for Internet Security; the Medical Device
Innovation, Safety and Security Consortium; and the National
Cybersecurity Center of Excellence are also developing
benchmarks and best practices in this area. Tips for medical
device manufacturers from the aforementioned groups include:
Source: Market Realist

• Segregate certain key devices from the organization’s
network.

The profit for the bad actors is in selling patient data on the
black market. But there’s a real fear that hackers will blackmail
hospitals using ransomware. There were notable cases where
the FDA advised hospitals to stop using a certain infusion
pump due to the potential remote access by unauthorized
users who could tamper with the dosage. Another case
involved a VA hospital that closed temporarily because
malware had infected computer systems for procedures to
open patients’ blocked arteries after heart attacks.

• Add the necessary firewalls.
• Conduct periodic penetration testing.
• Develop a plan for patches and updates.
• Implement stronger authentication for system
administrators.
• Encrypt data.
• Devise quicker detection and action plans.
• Create a transparent system for patient notifications.

Regarding manufacturers, there were reports in August 2016 of
cyber vulnerabilities in pacemakers and defibrillators produced
by St. Jude Medical. In October 2016, Johnson & Johnson
issued a cybersecurity warning — the first of its kind — about
its Animas OneTouch Ping insulin infusion pump. While
patient risk is low, hackers could use an unencrypted radio
frequency to take control of the pump.

There are some concerns that this could lead to a potentially
slower, more conservative approach to innovation as well as
possible friction between hospitals and manufacturers over
which is responsible for certain costs. However, the cost for
doing little or nothing could be considerably higher.

What set the stage for the mounting threats is increased
sophistication and integration among medical devices, along

In 2013, President Obama issued Executive Order 13636,
which covered critical infrastructure protection. The following
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THE GOVERNMENT
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year, the National Institute of Standards and Technology
(“NIST”) released a voluntary framework and benchmarks
for improving critical infrastructure. In 2015, the FBI issued
recommendations to combat security risks surrounding the
Internet of Things.

• Define essential clinical performance to develop
mitigations that protect against, respond to and recover
from the cybersecurity risk.
• Adopt a vulnerability disclosure policy.
• Employ solutions that address cybersecurity risk early
and prior to exploitation.

Under the Obama administration, the President’s Office
of Science and Technology Policy and then White House
Cybersecurity Czar Michael Daniel had also weighed in on
the issue. It was suggested that Medicare/Medicaid use its
reimbursement policies to incentivize the purchasing of more
secure products; however, this has yet to gain real traction.

• Share cybersecurity information via participation in the
Information Sharing Analysis Organization.

FDA

In most cases, manufacturers will address cybersecurity
vulnerabilities through routine updates or patches. In these
instances, the FDA does not require advance notification,
additional premarket review or reporting. However, where
those cybersecurity vulnerabilities may compromise the
essential clinical performance of a device and present a
reasonable probability of serious adverse health consequences
or death, the FDA would require medical device manufacturers
to notify the agency.

In 2014, the U.S Food and Drug Administration issued
recommendations to manufacturers about proactively
considering cybersecurity in the design of their products and
submitting plans for patching and updating those systems. In
2016, the FDA drafted voluntary guidance for medical device
manufacturers:
• Apply the 2014 NIST framework for improving critical
infrastructure cybersecurity, which includes the core
principles of identify, protect, detect, respond and
recover.

Steven Kreit is an audit partner at EisnerAmper LLP and the New York
office Technology Practice Leader. Contact him at
steven.kreit@eisneramper.com or 212-891-4055.

• Monitor cybersecurity information sources to identify
and detect cybersecurity vulnerabilities.
• Understand, assess and detect the presence and impact
of vulnerability.
• Establish and communicate processes for addressing
vulnerability.
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Insurance for Life Sciences and Biotech Companies
By Phil Bergamo
The biotech and life science sector requires some of the
most specialized insurance coverages of any industry, due
to the sector’s business model and product development
processes. I spoke with John Morel, Vice President at Berkley
Life Sciences; and Jerry Middleton, Vice President at Elusys
Therapeutics to discuss the intricacies of biotech insurance.
Berkley Life Sciences provides property and casualty insurance
to life science companies that manufacture and/or sell
products regulated by the Food and Drug Administration.
Elusys Therapeutics focuses on the development of antibody
therapeutics for the treatment of infectious disease.

Select Types of Insurance
Type

Description

Property

Protects real property, including
lab facilities, contents, equipment
and inventory; business income
coverage.

Liability Coverage

Covers clinical trials and product
liability.

Errors and Omissions

Pays financial damages from
negligence in the design or
manufacture of a product or work.

Cyber Liability

Covers losses due to data security.

Management Liability

Protects against management
liability risks.

Marine Coverage

Protects inventory shipped via land
or water.

HOW DO YOU CHOOSE AN INSURANCE
COMPANY?
John: Companies could engage an insurance broker who serves
life science companies or seek advice from their attorneys,
accountants or colleagues. An agent should understand the
exposures, life science trends, and policy forms to provide
coverage that addresses the company’s specific risks now and
going forward.

WHAT INSURANCE COVERAGE DOES A BIOTECH
COMPANY USUALLY GET?
John: Every company, no matter the industry, needs property,
workers’ compensation, general liability, and auto insurance.
There are two lines of coverage for a life science company
worth noting – products liability and clinical trials liability.
Basically, these policies cover losses associated with a thirdparty claiming to have been injured (1) by the use of the
insured’s product; or (2) as a result of the insured’s negligence
during the operation of a clinical trial.

Jerry: Some of the key considerations in selecting a broker are
personal relationships and referrals, the broker’s experience,
and his/her assessment of the company’s current structure
and coverage gaps. Insurance brokers may also have risk
management professionals on staff to help companies mitigate
risk.

WHAT’S THE DANGER OF HAVING AN
INADEQUATE RISK MANAGEMENT PROCESS,
INCLUDING INADEQUATE COVERAGE?

Jerry: Regarding the duration of clinical trial coverage, be
mindful of the length of the “tail” period when considering
overall exposure. Claims can be filed several years after the
conclusion of the active stage of a clinical trial. It is important
to maintain coverage during the extended reporting period.
Also, consider higher coverage limits if you have one policy
covering multiple trials. The policy value needs to reflect the
total number of subjects involved in the clinical trials and
coverage for other parties that you may be asked to include as
additional insureds.
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Jerry: Insurance is one way to help a company manage risk.
A company should also be actively managing risks in parallel
with the insurance. A risk management process should focus
on 2 main factors: (1) the probability of an adverse event
occurring; and (2) the potential impact of that event if it
occurs. This lets you determine where the largest risks are and
appropriately assign resources to eliminate, avoid or mitigate
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WHAT ARE A COUPLE OF THINGS A LIFE
SCIENCE COMPANY SHOULD KEEP IN MIND
ABOUT INSURANCE?

risks. It also helps determine the type and magnitude of
insurance needed.
John: Inadequate insurance coverage can put your entire
company at risk, especially smaller companies or those in
the clinical trial stage. It could jeopardize your products’ or
management reputation, destabilize your workforce, make
it difficult to attract employees, rattle investor confidence
or hamper funding efforts. Further, an uninsured loss could
delay operations that may push back clinical trial dates,
delay FDA decisions, impact milestone payments or halt
commercialization efforts.

John: First, consider property insurance. If your company
depends on other companies for product manufacturing or
packaging, look at contingent business interruption insurance.
Review all property sub-limits. For example, if your products
are temperature sensitive, have adequate limits for change in
environmental controls. Second, take the time to gather all of
the information needed by the insurance company. The more
information you can provide, as early as possible, the better.
And get to know your broker and your insurance carrier, and
help them to get to know your company.

HOW IS PREMIUM COST DETERMINED?
John: It depends on a number of things, such as the size of the
company and stage in the development process. (Overall costs
can be controlled if the company is proactive in its overall risk
management process.) Other considerations include:

This information is for general informational purposes only and does
not constitute legal or other professional advice or necessarily represent
the views of Berkley Life Sciences or Elusys Therapeutics, Inc. Any
discussion of insurance is descriptive only. Coverage afforded under any
insurance policy issued is subject to the individual terms and conditions
of that policy. Not all companies are licensed in all jurisdictions.

• Exposures – Risks being insured; potential injuries from
products.

Phil Bergamo is a senior auit manager servicing the Life Sciences,
Technology, Manufacturing and Distribution, and Not-for-Profit groups.
Contact him at phil.bergamo@eisneramper.com or 732-243-7569.

• Company Practices – Views on compliance, safety and
risk management.
• Program Structure – The amount of the deductible and
willingness for a company to assume more risk.
• Claims History – The type and amount of past claims
against the company.

•
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Meet the Practitioner

App Spotlight

Amar Bhatkhandé

Gas Encyclopedia

Amar Bhatkhandé is an audit
director with more than 20 years of
experience in public and 2 years in
private accounting. He possesses
extensive knowledge in auditing and
preparation of financial statements
of public and private companies, as
well as issues surrounding Section
404 of the Sarbanes-Oxley Act.

The Gas Encyclopedia is a handy
resource for students, researchers
and scientists – available for iPhone
and Android devices.
From Air Liquide, the Gas
Encyclopedia gives a quick access
to physical, chemical, and safety
properties of the main gases. It includes 64 molecules.
Besides a classical search engine on raw material formula,
chemical name or UN transportation code, an exploration tool
allows access to each molecule data sheet. The app is enriched
by a gas comparator (up to 3 gases displayed simultaneously),
a unit conversion wheel, and gas/liquid conversion. Molecules
can be filtered by major hazards, material compatibility and
applications.

Based at EisnerAmper’s San Francisco office, Amar serves
the technology, life sciences, health care, financial services,
sports and entertainment, retail, manufacturing, telecom,
construction, and real estate sectors. He has experience
evaluating and documenting internal control systems, which
has resulted in reduced turnaround time on subsequent audits.
Learn more about Amar at http://www.eisneramper.com/amarbhatkhande.

The Gas Encyclopedia also highlights main applications of each
gas by industrial sectors.

Events Calendar

EisnerAmper LLP does not endorse this app or warrant that this app is
appropriate for any particular business.

Event

Date

NY Bio Annual Conference

May 11 & May 12

PA Bio Bio-Partnering Conference

May 12

NJ Tech Council, HealthIT Conference

May 19

PA Bio Spring Social

May 26

BIO NJ NewX2 Biocruise

July TBA

BIO NJ Regional Biotech Symposium

July TBA

© 2017 EisnerAmper LLP. This publication is intended to provide general
information to our clients and friends. It does not constitute accounting,
tax, or legal advice; nor is it intended to convey a thorough treatment of
the subject matter.

www.eisneramper.com
Catalyst | Spring 2017

6

