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Concerns About Risks Confronting Boards

INTRODUCTION
For the greater part of the past decade, EisnerAmper LLP has published its Concerns About Risks
Confronting Boards survey results. Our 7th edition continues our examination of the trends, changes,
and issues faced in American boardrooms today.
This past year has been particularly interesting for the United States regarding change and potential crises
that can affect even the largest, most seasoned organizations. This year’s report delves into last year’s
theme of talk about risk paired with no (or little) action, directors’ lack of confidence in risk and crisis
management and of course, cybersecurity risk.
A surprising standout risk, for the first time since this survey began, is senior management succession
planning. We’ve also profiled some new risks: geopolitical volatility, key skills deficits, competition, and
emerging markets upheaval.
As always, we evaluate and analyze the common and unexpected trends of more than 200 boards
through the survey responses of their directors. In this edition, however, we are providing a
comprehensive and in-depth look at the findings, breaking down the results of each section, contrasting
the responses those serving on public, private, and not-for-profit boards. Furthermore, we evaluate
the responses of past data to better understand the trends that have been evolving.
This report delivers insight based on the survey results, professional expertise, current news, first-hand
stories from veteran directors and the conversations we have with clients and contacts. As always, we
welcome the opportunity to discuss these discoveries in detail with you.
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ABOUT THE RESEARCH
This year marks the 7th time directors across the Unites States were polled via EisnerAmper’s Annual
Board of Directors web-based survey. This survey is designed to gather various perspectives into the risks
being discussed (or not) and addressed (or not) in American boardrooms.
More than 200 directors from public, private, and not-for-profit organizations spread across a variety
of industries and with revenues ranging from less than $1 million to more than $10 billion participated.
Their responses enabled us to deliver this report and offer key insights and observations into the
trends and concerns that organizations face at the board level. Additionally, with so many years of data
collected, this benchmarking resource can illustrate how your organization stacks up against your peers
or, in some cases, the competition.

Board Type

Here is the breakdown of the types of boards and the revenues
of organizations represented in our survey:

Revenue

25%

30%

$10B+
6%

$5-10B

45%

8%
8%
$1B-5B

n PRIVATE
n NOT-FOR-PROFIT
n PUBLIC

24%
6%
$250M-1B

10%
25%
3%

$100M-250M

10%
15%
15%

$50M-100M

4%
9%
21%

$10M-50M

31%
12%
31%

$1M-10M

27%
1%
16%

Under $1M

18%

2

Concerns About Risks Confronting Boards

In order to delve deeper into our understanding of and perspectives on the risks, we also asked directors
on which committees they serve.

Are you a member of the following committees?
			NOT-FORPUBLIC
PRIVATE
PROFIT

Audit

71%

42%

29%

Nominating/Governance

47%

26%

34%

Compensation

32%

26%

16%

Risk

21%

18%

11%

Technology

5%

10%

2%

Strategy

9%

20%

26%

Budget/Finance

7%

24%

42%

Currently, I do not serve on any committees

5%

18%

21%

The audit committee is the most popular committee for our directors; more than half of the directors
who participated in the survey serve on their organization’s audit committee.
We asked directors an open-ended question about what the audit committee feels is the most significant
risk it governs. For directors on audit committees at public and private organizations, financial statement
accuracy is the most significant risk, while financial risk is the most cited risk for not-for-profit audit
committee members. Directors on private boards’ audit committees also identified cybersecurity, while
not-for-profit directors included internal controls.

EisnerAmper Intelligent Data
EisnerAmper Intelligent Data (EisnerAmper ID) uses proprietary market research conducted by
EisnerAmper and leading market research firms, along with analysis from EisnerAmper’s partners and
principals, to produce insightful articles, events and data designed to educate and stimulate discussion
on the issues of most interest to business leaders today.
EisnerAmper analyzes and presents the survey results; they are accompanied by EisnerAmper
professionals’ observations of industry trends and issues. While EisnerAmper believes the information is
from reliable sources, it should not be relied upon as, or considered to be, investment or legal advice.
EisnerAmper ID Contact:
STACY ROBIN, Director of Marketing | EisnerAmper LLP | 347.735.4636 | stacy.robin@eisneramper.com
• Percentages throughout this report are rounded to the closest whole number.
• Not all of the survey participants answered all of the questions.
• Select questions provided the opportunity for respondents to choose more than one response.
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KEY INSIGHTS & OBSERVATIONS
May you live in interesting times.
Unknown

Directors are charged with vast responsibilities to their shareholders and constituents. They are faced
with a constant struggle of executing on the organization’s mission, through a strategy that achieves
sustainable profitability – all while combating risks. For nearly a decade, EisnerAmper has surveyed
directors about their top concerns – and their approaches to mitigating risk.
A key issue we had explored in last year’s report centered on directors identifying major risks, with
little apparent action by board members or management to temper the concerns. This year, our survey
uncovered some other themes that paint a much broader picture of the puzzle: a lack of confidence
in those leading the organization; audit committees and internal audit struggling with resources,
knowledge and their general role; and a growing number of organizations without an enterprise risk
management (“ERM”) process. These puzzle pieces (audit, confidence, ERM) provide the substance
necessary to take action. If managing these is a challenge, then actions taken, based on a questionable
foundation, may be imprudent at best and likely misdirected.
Discussions with board members following our survey as well as significant geopolitical change
highlighted 2 additional factors – diversity and overall uncertainty. At this point in time, it would
be wise to consider these while managing risk. Diversity must be considered beyond its traditional
terms (race, ethnicity, gender, etc.); and boards must plan for the unexpected, while watching for
the unknown.
One final preliminary note: Previously, reputational risk was identified alongside the other concerns
we profile. However, today’s instant news – social media and online/live streaming have brought
about the disappearance of the traditional ‘news cycle’ – has made reputational risk a consequence
of any other potential catastrophe. Therefore, we have opted to remove it from the options, and no
longer rank it among the others.

Lack of Confidence
The 2016 survey results exposed confidence issues (which had been lurking in the undertones of
responses in previous years) in leadership, both among the board and organization executives.
From operational executives managing top-rated concerns to boards’ preparation for crises, this
survey yielded increasingly negative responses.
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This could indicate that boards understand their organizations’ shortcomings and areas that need
attention. If this is the case, this honest reflection is encouraging, as half the battle is determining
an organization’s risks and identifying where the organization lacks expertise and focus.

Audit Committee
The role of an audit committee has grown substantially over time. Members of audit committees
provided varying responses when asked to determine the committee’s most significant risk: financial
statement accuracy, compliance and regulatory, financial, cybersecurity, fraud, or internal controls.
This committee seems to be inundated with numerous and substantial responsibilities.
Across all 3 organization types, just over half of the directors indicated, with confidence, that their
audit committee is providing adequate oversight of the most significant risks. The recurring theme
of “growing concern, little action” emerges easily with the considerable weight and amount of risks
this committee is assigned to manage.

Audit committee agendas are burdened with several critical
issues and, as new issues arise, they tend to be assigned to
the audit committee. This has led to increased length and
frequency of meetings. Governance committees need to
consider the formation of new committees to address risk
management and cybersecurity.
PETER BIBLE

Chief Risk Officer
EisnerAmper LLP

Internal Audit
The majority of respondents indicated that internal auditors focus on internal controls over financial
reporting as well as operational audits. Internal auditors should also be the heavy hitters supporting
the board’s understanding and management of risk.
Further, boards may want to consider a representative from internal audit becoming part of the
audit committee. This increase in communication and collaboration between operations, particularly
audit, and the board may improve overall levels of confidence and ability to take action. However,
this approach demands that internal audit has the resources and capacity to handle this additional
responsibility.
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Enterprise Risk Management
In previous surveys, EisnerAmper found, overwhelmingly, a lack of ERM programs. This year, we again
asked the question: From 2014 to the present, responses indicating “No, we do not have a program”
rose by almost 25%. Couple this with another statistic from this year’s survey: Only a little more than
10% of directors feel their board is well-prepared to manage their organization’s next crisis.
Boards need to consider the implications of traditional and new risks and the growing potential for a
crisis. During a National Association of Corporate Directors (“NACD”) roundtable, Steven Kreit, partner
at EisnerAmper, shared:

I can’t find a better reason for companies to
have ERM systems and processes in place. I
think this is a great time to start thinking about
[making sure that you have the right people
in the boat for when the next crisis comes.]*
STEVEN KREIT

Partner-in-Charge of New York Commercial Audit and Assurance Practice
EisnerAmper LLP

Diversity
Board Level
A board’s makeup is another factor that has to be considered when discussing the ability (and
approaches) to address risk. When asked about diversity goals, many directors feel diversity, in
the traditional sense, is not as pertinent as diversity in experience and expertise.
Diversity in general is vital to decrease the risk of groupthink. However, in addition to an emphasis
on gender and race, for example, diversity of experience and education may be an equally relevant
consideration. For example, as “free” education (e.g., Massive Open Online Courses (“MOOC”) and
learning certificates offered by prestigious universities) becomes more widely embraced and the
cost of a traditional college education skyrockets, does having ”alternative” education background
add to diversity of thinking?

*Grills, K. (2017, November 22). At Roundtable, Directors React to Trump Election.
Retrieved from NACD: https://blog.nacdonline.org/2016/11/directors-react-to-trump-election/
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Operations
Workforce considerations: As we examine manufacturing, infrastructure, and artificial intelligence, is
our under-age-30 workforce being trained and/or educated to supply the range of skills organizations
will require? Our workforce is seeing a significant change in the skills needed: One side of this chasm
rests on meeting the demands of a knowledge-based economy (How will today’s workers transition
into knowledge based roles?) and the other side rests on supporting the growth of a workforce more
narrowly specialized in the trades. Is the next generation of our workforce being guided towards these
needs? Do they have access to the necessary knowledge to succeed?
Will corporate America be left to shoulder this responsibility? If so, boards will have to seriously
consider this long-term concern and the action that should be taken in the short-term.

Q: W
 hich concerns garner the most discussion with
the least amount of management action?

Labor, which is a long-term issue.
DIRECTOR

Private Board
2016 EisnerAmper Survey

Geopolitical Risk
Directors across all organization types showed the least concern for geopolitical volatility. While it was
the first time this issue appeared in our survey, the survey was administered and closed prior to the
U.S. presidential election and post-Brexit vote results. Following these events, however, we found this
issue top-of-mind for directors, who contemplated and debated a host of geopolitical uncertainties
and their varied impact on their organizations during a NACD roundtable hosted by EisnerAmper.

Directors are being challenged by ever-accelerating levels
of business complexity and risk. Adding board members
with great diversity of their life’s experiences has been
shown to be effective in adding new ways to think about
critical issues facing boards. Is it time for boards to take
a closer look at their own effectiveness?
CHARLY WEINSTEIN
CEO
EisnerAmper LLP
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CONCERNS FACING BOARDS
The key objective of EisnerAmper’s survey is to gain insights on the top risks facing boards. Over
the past few years, the risks we have investigated include reputational risk, cybersecurity/IT risk,
regulatory compliance risk, senior management succession planning, product risk, crisis management,
risk due to fraud, disaster recovery, tax strategies, outsourcing risk, diversity, competition, liquidity
risk, financial reporting risk, key skills deficits, global economic slowdown, emerging markets upheaval,
and geopolitical volatility. Naturally, these risks have evolved over the years as different events and
technologies have manifested themselves.
As previously stated, reputational risk has been removed from the survey. It was determined that
the fallout and consequences of any of the other risks will also include reputation hardship and
remediation. None of the new risks profiled – emerging markets upheaval, global economic slowdown
and geopolitical volatility – were assigned significance by the directors.
A surprising overall trend shift shows cybersecurity, while clearly still on director’s top list of concerns,
falling below senior management succession planning in level of importance. After steadily increasing
in importance since 2013, senior management succession planning now ranks in the top 3 concerns
of more than half the respondents across all board types. It is the number one concern identified by
not-for-profit boards and the second overall most important concern for public and private board
directors. Regulatory compliance risk had continually been a top trending risk behind cybersecurity/IT
and reputational risk year after year; however, this year (after 5 years worth of survey data) regulatory
compliance risk fell in board member’s top concerns. It will be interesting to see where regulatory
compliance risk will trend in the future with the new administration.

How did top concerns rank in recent years?
2015

2014

2013

Reputational Risk

75%

72%

73%

Cybersecurity/IT Risk

61%

62%

53%

Regulatory Compliance Risk

53%

50%

56%

Senior Management Succession Planning

51%

47%

44%

Product Risk

34%

29%

31%

Crisis Management

32%

31%

39%

Risk Due to Fraud

27%

29%

27%

Disaster Recovery

26%

30%

39%

Tax Strategies

15%

14%

14%

Outsourcing Risk

17%

15%

13%

Diversity

12%

–

–
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OVERALL IMPORTANCE TO YOUR ORGANIZATION
Directors are concerned with risks; it’s inevitable with all the possible scenarios that could disrupt or
permanently damage an organization’s future. We asked directors for their top-of-mind risks, in 3
different frameworks, in order to better see the full picture:
1. Risks with the most overall importance to your organization
2. Most challenging risks in terms of effective oversight (by the board)
3. Level of confidence in the risk management (by the organization’s leadership)
For the first time since this report’s inception, not only did we break the findings down into the
3 different organization types – public, private and not-for-profit – we also asked about risk in the
3 structures listed above.

Public
Cybersecurity is the risk of most importance for public boards: 55% of the directors ranked it in the top
3 out of 14 possible risks. Senior management succession planning follows closely with 51% placing it
in the top 3 risks. After that, product risk (45% in top 3) and competition (41% in top 3).
Tied with cybersecurity, 23% of directors rank financial reporting as the number one risk.

Most Important Risks
PUBLIC

Top 3

#1

Cybersecurity Risk

55%

23%

Senior Management Succession Planning

51%

13%

Product Risk

45%

15%

Competition

41%

21%

Liquidity Risk

39%

17%

Financial Reporting Risk

37%

23%

Regulatory Compliance Risk

35%

13%

Failure of Critical Infrastructure
(Disaster Recovery)

33%

10%

Fraud Risk

31%

10%

Crisis Management

27%

6%

Key Skills Deficits

25%

4%

Global Economic Slowdown

24%

8%

Emerging Markets Upheaval

15%

2%

Geopolitical Volatility

12%

2%
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Most Important Risks

Private
Private board members only
vary slightly from public board
members in their perception
of risk. The highest ranked risk
is cybersecurity with
27% identifying it as the most
important risk and 59% placing
it in their top 3. While senior
management succession
planning also had 59% of
respondents placing it in the
top 3, only 9% classified it as
the most concerning risk.
Key skills deficits and product
risk rank also stand out as one
of the top 3 (48% and 45%,
respectively). Both, however,
only garnered 10% of the vote
as the top concern.

PRIVATE

Top 3

#1

Cybersecurity Risk

59%

27%

Senior Management Succession Planning

59%

9%

Key Skills Deficits

48%

10%

Product Risk

45%

10%

Liquidity Risk

44%

24%

Failure of Critical Infrastructure
(Disaster Recovery)

41%

9%

Regulatory Compliance Risk

38%

19%

Financial Reporting Risk

38%

14%

Competition

34%

10%

Crisis Management

33%

0%

Fraud Risk

24%

5%

Global Economic Slowdown

15%

5%

Emerging Markets Upheaval

5%

0%

Geopolitical Volatility

5%

0%

Liquidity risk is seen as a major concern, as 44% selected it as one of their top 3 concerns. More than
half of those (24% of private board directors) identify it as the top concern, placing it just behind
cybersecurity as the number one concern.

Most Important Risks

Not-for-Profit
Not-for-profit has the largest
variance in terms of what
directors believe to be the most
important overall risks to their
organizations. Not-for-profit
concerns seem to be somewhat
aligned with private boards, with
the exception of cybersecurity
risk. Only 4% of not-for-profit
directors ranked cybersecurity
as their top risk.

NOT-FOR-PROFIT

Top 3

#1

Senior Management Succession Planning

52%

26%

Key Skills Deficits

50%

11%

Liquidity Risk

45%

14%

Product Risk

41%

15%

Cybersecurity Risk

36%

4%

Financial Reporting Risk

34%

4%

Regulatory Compliance Risk

33%

7%

Failure of Critical Infrastructure
(Disaster Recovery)

30%

4%

Fraud Risk

25%

7%

Crisis Management

21%

7%

Competition

20%

8%

Global Economic Slowdown

11%

4%

Emerging Markets Upheaval

0%

0%

Geopolitical Volatility

0%

0%
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People, their skills and money seem to be the primary focus of not-for-profit boards. Senior
management succession planning (52%), key skills deficits (50%) and liquidity risk (45%) rank as their
top 3 most important risks. It is not surprising that these resources, a foundation on which every
organization should be built, are of utmost concern to not-for-profits. It is surprising, however, that
cybersecurity was not identified as more of a significant risk. With donor information stored digitally,
a cyber breach could significantly impact an organization’s reputation and future donor support.

MOST CHALLENGING RISK IN TERMS OF EFFECTIVE OVERSIGHT
(BY THE BOARD)
Cybersecurity and senior management succession planning were standout concerns. They are tied
with 42% of respondents citing them as the most challenging risk in terms of effective oversight at the
board level.
As previously seen, product risk ranks third risk ranks third in overall importance to their organizations.
However, for most challenging to effectively oversee, only 27% of respondents ranked this as one of
the top 3.

Public
For public boards, responses
are closely aligned with the
average for all board types.
The risks most challenging to
effectively oversee are senior
management succession
planning, cybersecurity and
liquidity. This somewhat aligns
with public board directors’
top risks, which include
cybersecurity and senior
management succession
planning, but not liquidity.
It should also be noted that
financial reporting risk is
considered the hardest for
effective oversight by the most
respondents.

Most Challenging Risks For Boards to Oversee
PUBLIC

Top 3

#1

Senior Management Succession Planning

44%

14%

Cybersecurity Risk

42%

14%

Liquidity Risk

37%

14%

Regulatory Compliance Risk

34%

11%

Competition

32%

7%

Product Risk

27%

2%

Key Skills Deficits

27%

11%

Financial Reporting Risk

26%

16%

Crisis Management

23%

5%

Global Economic Slowdown

21%

5%

Failure of Critical Infrastructure
(Disaster Recovery)

20%

0%

Fraud Risk

19%

5%

Emerging Markets Upheaval

13%

0%

Geopolitical Volatility

11%

2%
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Private
Private board members
rank cybersecurity the most
challenging risk to oversee,
with half of the respondents
choosing this risk in their
top 3. Similar to public
boards, liquidity and senior
management succession
planning follow in the trend
of difficulty to oversee from
a board level. While there
are other risks along with
liquidity that are of the utmost
importance to private boards,
liquidity is unmistakably seen
as one of the most challenging
risks to effectively oversee, with
a quarter of directors selecting
it as their number one (out of
14 possible risks).

Not-for-Profit
Very similar to public boards’
rankings, cybersecurity and
senior management succession
planning remain the top 2
most challenging risks to
effectively oversee; failure of
critical infrastructure (disaster
recovery) rounds out the top
3 risks. This risk is not a major
concern in terms of overall
importance for not-for-profits;
however, it is seen as difficult
to effectively oversee. It should
also be noted that regulatory
compliance risk, which in the
past has always been a major
concern, is considered one
of the hardest to effectively
oversee by the most
respondents.

Most Challenging Risks For Boards to Oversee
PRIVATE

Top 3

#1

Cybersecurity Risk

50%

15%

Liquidity Risk

45%

25%

Senior Management Succession Planning

38%

5%

Product Risk

32%

16%

Regulatory Compliance Risk

30%

10%

Key Skills Deficits

30%

5%

Crisis Management

25%

0%

Competition

25%

0%

Failure of Critical Infrastructure
(Disaster Recovery)

20%

10%

Fraud Risk

19%

0%

Emerging Markets Upheaval

10%

0%

Global Economic Slowdown

10%

5%

Geopolitical Volatility

10%

0%

Financial Reporting Risk

5%

0%

Most Challenging Risks For Boards to Oversee
NOT-FOR-PROFIT

Top 3

#1

Cybersecurity Risk

43%

11%

Senior Management Succession Planning

41%

19%

Failure of Critical Infrastructure
(Disaster Recovery)

39%

4%

Key Skills Deficits

36%

14%

Liquidity Risk

35%

7%

Regulatory Compliance Risk

34%

19%

Financial Reporting Risk

33%

7%

Product Risk

26%

11%

Crisis Management

25%

7%

Fraud Risk

22%

11%

Competition

16%

4%

Global Economic Slowdown

12%

4%

Geopolitical Volatility

12%

4%

Emerging Markets Upheaval

4%

4%
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LEVEL OF CONFIDENCE IN RISK MANAGEMENT
(BY THE ORGANIZATION’S LEADERSHIP)
Public
While financial reporting is definitely top-of-mind, 70% of directors on public boards indicated the risk
is well managed by the organization’s leadership. Directors of public boards, in general, seem to be
comfortable with the management of risk; as “well managed” risks were far more prevalent with this
group than both private and not-for-profit directors.
It is fortunate public company boards have confidence in management, since many of the concerns
identified do not seem easily managed through oversight by the board.
61% responded that liquidity risk is well managed; however, this risk was ranked as one of the most
challenging in terms of effective oversight. Regulatory compliance risk is another challenge for boards
to oversee; 45% of the directors felt public company management had it under control.
If the boards feel that, from a distance, it is difficult to manage many of these risks, the question is how
can they shift their influence to do so? While management may have the ultimate influence on dayto-day operations, the impact of board attention and governance should not be minimized, especially
since the board is always held accountable. If the board does not feel it effectively oversees the most
important risks confronting the organization, what actions should be taken to rectify the deficiencies?
Revised committee structure? Increased board size? Revised compensation structure? Reworking the
relationship and communication between the board and management? These are just some of the
questions that need to be addressed and acted upon for some boards lacking confidence in effective
risk management.
The outlier here is cybersecurity. It ranks as the least well-managed, with similar concerns about
board oversight. This may be because this is a risk that is relatively new, increasingly dynamic, and
often complex. Therefore, while it ranks high in concern, confidence in its management, at both the
operational and board levels, is minimal (especially as new breaches are uncovered and publicized
regularly).
Succession planning, cybersecurity and key skills deficits all received high “managed, but there are
gaps” ratings (41%, 39% and 39%, respectively). This should concern public boards as they identified
cybersecurity and succession planning as the top 2 risks – both most challenging in terms of effective
oversight (by the board) and overall importance to your organization. If they are also poorly managed,
is it expected the organization will not weather the risk well? How does the board anticipate gaining
control and managing the issue? Boards need to assess risk management in light of management and
board competencies and add management or board members to fill the gaps.
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Level of Confidence in Risk Management
(by the Organization’s Leadership)
			
Managed
Well
Adequately But There
PUBLIC
Managed
Managed
Are Gaps

Poorly
Managed

Cybersecurity Risk

18%

36%

39%

5%

Product Risk

37%

49%

12%

0%

Fraud Risk

48%

45%

7%

0%

Senior Management Succession Planning

25%

23%

41%

9%

Regulatory Compliance Risk

45%

41%

11%

0%

Crisis Management

39%

32%

30%

0%

Failure of Critical Infrastructure
(Disaster Recovery)

32%

55%

11%

0%

Financial Reporting Risk

70%

16%

14%

0%

Liquidity Risk

61%

25%

9%

5%

Key Skills Deficits

25%

34%

39%

2%

Competition

32%

52%

11%

5%

Emerging Markets Upheaval

23%

45%

14%

0%

Global Economic Slowdown

23%

43%

23%

2%

Geopolitical Volatility

23%

41%

11%

2%
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Private
The opinions of the directors of private boards vary slightly from those on public boards with regard
to operational management of risk. Only 50% feel the organization’s leadership is managing financial
reporting risk well versus public boards’ 70% consensus. Similarly, regulatory compliance risk is
being managed well by about half of the respondents’ organizational leadership (48% for private,
45% for public).
Senior management succession planning once again is a major risk with the same number of
respondents stating the organization manages the risk well and it is managed, but there are gaps
(33%). This is also the case for cybersecurity at 24% in both categories.

Level of Confidence in Risk Management
(by the Organization’s Leadership)
			Managed
Well
Adequately But There
PRIVATE
Managed
Managed
Are Gaps

Poorly
Managed

Cybersecurity Risk

24%

38%

24%

10%

Product Risk

45%

40%

10%

5%

Fraud Risk

38%

38%

14%

5%

Senior Management Succession Planning

33%

19%

33%

14%

Regulatory Compliance Risk

48%

38%

5%

5%

Crisis Management

33%

38%

14%

10%

Failure of Critical Infrastructure
(Disaster Recovery)

38%

43%

14%

5%

Financial Reporting Risk

50%

40%

5%

5%

Liquidity Risk

38%

33%

19%

5%

Key Skills Deficits

33%

29%

33%

5%

Competition

29%

38%

24%

5%

Emerging Markets Upheaval

14%

29%

14%

0%

Global Economic Slowdown

24%

33%

0%

0%

Geopolitical Volatility

18%

41%

5%

9%
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Not-for-Profit
Not-for-profit boards have, by far, the least confidence in organizational leadership to manage senior
management succession planning, with more than half (52%) indicating it is “poorly managed”
or “managed with gaps.” Not-for-profits also display the lowest “well managed” percentages for
cybersecurity risk and senior management succession planning out of the three board types.

Level of Confidence in Risk Management
(by the Organization’s Leadership)
			Managed
Well
Adequately But There
NOT-FOR-PROFIT
Managed
Managed
Are Gaps

Poorly
Managed

Cybersecurity Risk

4%

50%

32%

7%

Product Risk

37%

30%

30%

0%

Fraud Risk

32%

46%

18%

4%

Senior Management Succession Planning

15%

33%

26%

26%

Regulatory Compliance Risk

44%

37%

11%

7%

Crisis Management

21%

50%

18%

7%

Failure of Critical Infrastructure
(Disaster Recovery)

21%

50%

7%

11%

Financial Reporting Risk

33%

52%

11%

4%

Liquidity Risk

50%

32%

14%

4%

Key Skills Deficits

21%

39%

21%

11%

Competition

19%

52%

15%

4%

Emerging Markets Upheaval

15%

33%

0%

0%

Global Economic Slowdown

11%

39%

11%

0%

Geopolitical Volatility

11%

37%

0%

0%

Not-for-profits tend to run lean and want to put as many resources and
as much energy into their programs as possible. Therefore, allocating
resources to recruiting, succession planning, and cybersecurity may
divert funds from achieving program goals. However, these areas should
be considered as part of the long-term strategy. These days, one of the
most cost-effective methods of recruiting for a not-for-profit is through
its website and social media. Cyber risk should be considered as part of
the online presence to ensure that impostors are not utilizing a charities’
logo or communicating inaccurate information.
CANDICE METH, CPA

Partner, National Leader of Not-for-Profit Practice
EisnerAmper LLP
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To get a better breakdown of the risks boards are faced with, we asked directors an open-ended
question about what the committee feels is the most significant risk under its responsibilities. For
directors on audit committees at public and private organizations, financial statement accuracy is
the most significant risk, while financial risk is the most cited risk for not-for-profit audit committee
members. Directors on private boards’ audit committees also identified cybersecurity, while not-forprofit directors included internal controls.

Audit Committee Most Significant Risk

PUBLIC
26%

FINANCIAL STATEMENT
ACCURACY

PRIVATE
17%

COMPLIANCE
& REGULATORY

35%

FINANCIAL STATEMENT
ACCURACY

29%

CYBERSECURITY

NOT-FOR-PROFIT
33%

FINANCIAL RISK

20%

INTERNAL CONTROLS

To further explore board committee’s top-of-mind risks, we asked how directors felt about the
oversight and management of each committee’s most significant risk.
Across all three board types – public, private and not-for-profit – we see satisfactory results
(59%, 55% and 52% respectively) indicating that the audit committee is providing adequate
oversight of its most significant risk.
However, when asked whether management is adequately addressing this risk, the results were
less favorable – 40% public, 34% private and 36% not-for-profit.
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How do you feel about the oversight and management
of each committee’s most significant risk?
AUDIT
AUDIT

BOARD
BOARD
LEVEL
LEVEL
is is
adequately
addressing
the
audit
committee’s
adequately
addressing
the
audit
committee’s
most
significant
concerns:
most
significant
concerns:

MANAGEMENT
MANAGEMENT
LEVEL
LEVEL
is is
adequately
adequately
addressing
addressing
the
the
audit
audit
committee’s
committee’s
most
most
significant
significant
concerns:
concerns:

52%
52%
NOT-FOR-PROFIT
NOT-FOR-PROFIT

RISK
RISK
RISK

BOARD
BOARD
LEVEL
LEVEL
is adequately
is adequately
addressing
addressing
thethe
riskrisk
committee’s
committee’s
most
most
significant
significant
concerns:
concerns:

PRIVATE
PRIVATE

%
36%
36

4%
BLBILCIC40
0%
PU
PU
RO
R-RP-RPO
FIFTIT
F-OFO
T T 34%
34%

NO
NO

BLBILCIC595%
9%
PU
PU
AETE5555
VT
IVIA
%%
PRPR

MANAGEMENT
MANAGEMENT
LEVEL
LEVEL
is adequately
is adequately
addressing
addressing
thethe
riskrisk
committee’s
committee’s
most
most
significant
significant
concerns:
concerns:

LIC
424%2%
PUPBULBIC
IVA
IVTAET4E24%2%
PRPR

LIC
464%
6%
PUPBULBIC
IVA
IVTAET3E33%3%
PRPR

33%
33%

22%
22%

NOT-FOR-PROFIT
NOT-FOR-PROFIT

NOT-FOR-PROFIT
NOT-FOR-PROFIT

STRATEGY

STRATEGY
STRATEGY

BOARD
BOARD
LEVEL
LEVEL
is adequately
is adequately
addressing
addressing
the strategy
the strategy
committee’s
committee’s
mostmost
significant
significant
concerns:
concerns:

MANAGEMENT
MANAGEMENT
LEVEL
LEVEL
is adequately
is adequately
addressing
addressing
the strategy
the strategy
committee’s
committee’s
mostmost
significant
significant
concerns:
concerns:

ATEA4TE 4
PRIVPRIV 4% 4%
BLICBL4I3C 43
PU PU % %

ATEA3T3E 33
PRIVPRIV % %
-PFRITOFIT
R-PRRO
-FO -FO

NO
T
NO
T
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29%29%

%
29
%
29

41%41%

NOT-FOR-PROFIT
NOT-FOR-PROFIT

PUBLIC
PUBLIC

Concerns About Risks Confronting Boards

Generally, when asked if management was adequately addressing the risks of each committee, the
executives yield lower percentages (in some cases as much 20%+) than the board/committee providing
adequate oversight.
Another interesting result is driven by the members of the risk committee. This committee, along with
strategy, shows less confidence in itself than other committees. Boards are charged with providing the
organization with strategic planning, which also includes managing risk.
A growing trend within boardrooms is audit committees with too many responsibilities to effectively
manage and oversee. With the creation of additional committees (risk, technology, strategy, and
others), some pressure can be alleviated from the audit committees to oversee and understand all the
key issues and risks, provided that non-audit committee members (who have the skill set) are assigned
to these committees. Having the numerous tasks and efforts spread more evenly through the different
committees should enable more effective risk management.

ADDRESSING RISK
In last year’s survey (2015), it became obvious as the results were analyzed that boards were
concerned with a range of risks: What should be top-of-mind, and which risks could be most
detrimental to the organization. However, it seemed there was little to no action in terms of
addressing the key risks. This year, we delved
into the issue directly. In an open-ended
question, directors were queried about which
Q: W
 hich concerns garner
risks garner the most board discussion, with
the most discussion
the least management action.

with the least amount of
management action?

Public
Public boards see senior management
succession planning as the most discussed
risk with the least amount of action from
management, followed closely by cybersecurity
risk. Product risk is the third most popular
response. Public board members cite these
3 risks more than private and not-for-profit
boards combined.

I serve on multiple boards and, in general,
the management teams are very responsive
to the boards. However, I would say executive
succession is one area where the CEOs move
slowly, mostly because I operate in the small
cap arena and there usually are not overlapping
resources.
DIRECTOR

Public Board
2016 EisnerAmper Survey
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Private
Directors from private boards showed greater
variance. Their top responses included:
• Cybersecurity
• Senior management succession planning
• Key skill deficits
• Global economic conditions

Q: W
 hich concerns garner

the most discussion
with the least amount
of management action?

Key skills and succession planning.
DIRECTOR

Not-for-Profit
Not-for-profit directors commented
most frequently around financial risk and
fundraising issues, including long-term
financial management.
Senior management succession planning
follows financial risk in popularity, with
prioritization/strategy rounding out the top
3 risk areas with no action.

Private Board
2016 EisnerAmper Survey

Labor, which is a long-term issue.
DIRECTOR

Private Board
2016 EisnerAmper Survey

Succession planning, cash flow and financial
planning, and long-term capital development.
DIRECTOR

Not-for-Profit Board
2016 EisnerAmper Survey

Knowledge transfer is key. We recommend to our clients that they
create an accounting manual as a best practice to help ease with senior
management succession planning. Allow for cross-training; if someone
is on vacation, create a plan for another staff member to fulfill his or
her responsibilities. With respect to fundraising, concentrate on the
return on investment. Special events can be costly; consider alternative
methods that may generate better returns, such as online fundraising.
CANDICE METH, CPA

Partner, National Leader of Not-for-Profit Practice
EisnerAmper LLP
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In order to better address risk, what best practices
would you like to see your board implement?

PUBLIC

26%

PRIVATE

36%

NOT-FORPROFIT

30%
Scenario planning
exercises at the
board level

72%

43%

20%

41%

32%

53%
More frequent risk
deep dives during
board/management
meetings

59%

40%

40%

Board training on
emerging risk areas

Integration of risk
and strategy board
discussions

With such a variety of risks that public, private, and not-for-profit organizations have to combat,
it can be a daunting task for boards and management to focus on and prioritize all of the potential
issues that can and probably will arise. Throughout this year’s survey results, it is clear that boards
are concerned with how to prioritize and focus on the most important issues and risks while guiding
a strategy that benefits the organization.
We polled directors on which best practices they wish to see their boards implement to better address
their companies’ risks. The results varied dramatically among the 3 company types surveyed: more
than 70% of public boards want to see an integration of risk and strategy board discussions; 59%
of private boards would like to see this
change as well, and only 40% of not-forBoard meetings would be more
profit boards would employ this best
productive with open, candid
practice. There is not a one-size fits all
solution nor a standard set of practices
brainstorming sessions that truly
that boards must do in order to thrive.
address the company’s sacred cows.
It is certainly whatever works best for
NEAL GODT, CPA
the organization and shareholders, which
Partner, Co-Head Firmwide Audit and Assurance Practice
EisnerAmper LLP
can be radically different on not only an
organization type level, but also on a
case-by-case basis.
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Public
As stated above, public boards would like to see an integration of risk and strategy during board
discussions. Also of some interest is more frequent risk deep dives during board-management
meetings.

Strategy discussion
without risk consideration
is like a day without
sunshine.
PETER BIBLE, CPA
Chief Risk Officer
EisnerAmper LLP

Private
Private boards were also interested in an integration
of risk and strategy during board discussions. More
than public boards, scenario planning at the board
level and board training on emerging risk areas
garnered favorable results in private organizations.
Overall, private boards seem to be more concerned
with board-level involvement than public boards.

Not-for-Profit
Not-for-profit boards are focused on implementing more frequent risk deep dives during boardmanagement meetings.

ENTERPRISE RISK MANAGEMENT
In prior surveys, directors were asked if their organizations had implemented an enterprise risk
management (“ERM”) program. The responses had not shown overwhelming adoption of this
approach to risk. This year reflects a similar sentiment:

ERM needs to be viewed as a long-term process not a project, with buy-in
from the top down. Each year, as you adopt; you continue to reevaluate the
process to ensure you’re realizing the overall value of ERM. In some cases,
the value can be that you mitigated a significant risk. An example could be
that your company has the ability and is prepared to quickly respond to a
cybersecurity incident. The inverse, and another benefit, is that you can see
opportunities in an ERM process, which would have otherwise been missed,
such as investing in a product or service in an underserved market. ERM can
allow you to gauge where you allocate your resources to areas that pose the
most risk and opportunities. It’s never too late to start.
JERRY RAVI, CPA
Partner
EisnerAmper LLP
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Does your organization have/follow a comprehensive enterprise
risk management program?
PUBLIC

PRIVATE

NOT-FOR-PROFIT

n Comprehensive and fully implemented

n Program is not adequately implemented

n Non-comprehensive program

n No program

Across the 3 board types, those who responded “no, we do not have a program” rose 22% from 2014.
Those who responded “yes, we have a comprehensive program that is fully implemented” decreased
24%. When breaking out these results by board type, the majority of public and private organizations
have some sort of ERM program in place, while not-for-profit organizations do not. Next year, we plan
to further explore why there has been a shift away from ERM programs, particularly if there were
concerns about the value of the investment.

INTERNAL AUDIT
Internal audit can and should be seen as a resource to help address and manage risk. We ask directors
about their internal audit programs year after year. How does your organization compare?

Does your organization have an internal audit function?
60
50
40
30
20
10
0
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Internal audit needs to go beyond SOX 404(a) compliance and be used
to help the board understand risks embedded in the organization.
PETER BIBLE, CPA
Chief Risk Officer
EisnerAmper LLP

Size of internal audit team
1-5

PUBLIC
2016
2015
63%
57%

PRIVATE
2016
2015
100%
91%

NOT-FOR-PROFIT
2016
2015
92%
79%

6-10

9%

21%

0%

3%

8%

10%

11-20

19%

14%

0%

3%

0%

7%

21-40

3%

4%

0%

0%

0%

3%

41-100

6%

0%

0%

3%

0%

0%

more than 100

0%

4%

0%

0%

0%

0%

Across all 3 organization types, internal audit functions (either in-house or co-sourced) have increased
since 2015. For the majority of organizations, the size of the internal audit team overwhelmingly falls in
the 1-5 people range.

Are boards looking to make any changes to the internal audit function?
2016

PUBLIC
2015 2014

2016

PRIVATE
2015 2014

NOT-FOR-PROFIT
2016 2015 2014

Increasing the number of staff

13%

29%

44%

0%

23%

28%

33%

15%

21%

Strengthening skills

39%

--

--

25%

--

--

50%

--

--

Outsourcing the entire internal audit process

6%

3%

7%

0%

11%

10%

0%

5%

11%

Co-sourcing (using outside resources to
supplement internal audit staff)

16%

16%

35%

13%

19%

13%

17%

12%

16%

Improving audit reporting

19%

--

--

25%

--

--

25%

--

--

Strengthening use of data analytics

19%

--

--

25%

--

--

0%

--

--

Increased audit frequency

6%

4%

8%

0%

13%

7%

0%

10%

7%

Increased audit coverage

13%

23%

33%

0%

16%

28%

17%

22%

14%

No changes are being proposed at this time

45%

53%

38%

50%

53%

43%

33%

58%

58%
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As the number of organizations growing internal audit functions increases, it makes sense that 40%
of respondents indicate they are also prioritizing strengthening the skills of this function. While public
and private boards have indicated a steadily decreasing need (over the past three years) to grow
their internal audit staff, not-for-profits’ have demonstrated growth, increasing the number of staff
since 2014.
Given the stabilization of the role in public and private organizations and the continued growth in notfor-profits, we asked what, specifically, these organizations are assigning to the internal audit function:

Which one of the following options would you use to describe
the focus of your internal auditors?

n PRIVATE
n NOT-FOR-PROFIT
n PUBLIC

Overall, 71% of respondents indicated that internal auditors focus on internal controls over financial
reporting or operational audits.
Public boards rely heavily on internal audit to address many different risk concerns (e.g., risk, security
and financial/operational audits) and almost half of public boards are not proposing any changes to
their internal audit function. This, again, leads us to ask the question: Does internal audit have the
bandwidth to sufficiently address the risks that face these organizations?
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MANAGING RISKS
While we’re focused heavily on directors, management and internal audit, we realize there are far
more roles within operations that play a part in risk management. Directors were asked to define
several varying entities’ [not all within] management of key risks ranging from
very well to not at all:
NOT-FORPUBLIC PRIVATE PROFIT
Risk management insurance providers

PUBLIC PRIVATE
IT security

NOT-FORPROFIT

Very Well

17%

11%

25%

Very Well

16%

17%

9%

Well Enough

64%

72%

63%

Well Enough

60%

78%

68%

Poorly

10%

11%

0%

Poorly

19%

0%

9%

Not at All

10%

6%

13%

Not at All

5%

6%

14%

External auditors

Internal auditors

Very Well

35%

45%

35%

Very Well

29%

11%

14%

Well Enough

60%

45%

57%

Well Enough

45%

50%

67%

Poorly

2%

5%

4%

Poorly

7%

6%

0%

Not at All

2%

5%

4%

Not at All

19%

33%

19%

Accounting department

External consultants

Very Well

43%

35%

26%

Very Well

13%

26%

9%

Well Enough

53%

60%

61%

Well Enough

64%

63%

64%

Poorly

5%

5%

9%

Poorly

5%

11%

5%

Not at All

0%

0%

4%

Not at All

18%

0%

23%

Legal and compliance group

Risk management group

Very Well

40%

28%

17%

Very Well

26%

11%

5%

Well Enough

51%

67%

70%

Well Enough

57%

67%

64%

Poorly

7%

6%

4%

Poorly

5%

6%

9%

Not at All

2%

0%

9%

Not at All

12%

17%

23%

IT security, internal auditors, external consultants, and risk management groups see double digit
percentage responses in the poorly and not at all categories when asked how effectively they are
managing key risks.
Further, internal auditors receive the lowest percentage in well enough out of all 8 entities coupled
with having the highest percentage in not at all rating. At face value, this contradicts the internal audit
question responses we received saying boards use internal audit and are mostly happy with their work.
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Across all 3 board types, the external auditors see identical results with the lowest negative feedback.
Only 2, 5, and 4% of public, private, and not-for-profit boards (respectively) find external auditors
managing key risks either poorly or not at all; albeit the external auditors are precluded from managing
their clients risk, though they often identify areas of risk and educate on best practices.

INTERNAL FUNCTIONS
We asked directors what the most common challenges are for internal functions to manage risk
effectively. Although we asked in an open response format, the results were very conclusive and it
is evident that certain challenges are top of mind for the directors.
Overall, the main challenges include inadequate staff size, limited resources and lack of focus/
prioritization.

Public
Even major public organizations are not immune to staffing issues:

Q: W
 hat are the most common

challenges for internal functions
to manage risk effectively?

Maintaining adequate
staffing level to address
risks.

In the small cap world, the biggest challenge is a lack
of resources and/or the lack of overlapping resources
to use in building redundancies into our controls. This
is exacerbated by the need to show earnings growth.

DIRECTOR

DIRECTOR

Public Board
2016 EisnerAmper Survey

Public Board
2016 EisnerAmper Survey

Public boards remain concerned with cybersecurity:
Understanding fast
developing technological
implications.

Dealing with client interface to
access and provide sensitive financial
information.

DIRECTOR

DIRECTOR

Public Board
2016 EisnerAmper Survey

Public Board
2016 EisnerAmper Survey
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Focus and prioritization:
Having the bandwidth to see the risks
coming, being focused on more day-today issues, not being asked enough to
focus on a specific issue.

Ability to stand back and
see potential crisis that
could arise.

DIRECTOR

DIRECTOR

Public Board
2016 EisnerAmper Survey

Public Board
2016 EisnerAmper Survey

Private
Private boards were
mostly concerned with
focus/prioritization and
the lack of resources:

Time and knowledge
constraints.

Competing priorities to
run the business.

DIRECTOR

DIRECTOR

Private Board
2016 EisnerAmper Survey

Not-for-Profit

Private Board
2016 EisnerAmper Survey

Insufficient resources.

Not-for-profits are most concerned with having
enough staff to fill the positions, let alone
knowledgeable talent:

DIRECTOR

Not-for-Profit Board
2016 EisnerAmper Survey

Again, there seems to be a constant struggle
of keeping the budgets low while trying to
adequately staff these internal positions. This
works against them since compensating for one
risk requires spending money which potentially
takes resources away from other vulnerabilities.

Human capital and knowledge constraints.
DIRECTOR

Not-for-Profit Board
2016 EisnerAmper Survey

CYBERSECURITY
While succession planning seems to have ousted it from the top position, cybersecurity continues
to rank, particularly for private and public companies, as one of the most concerning risks.
Out of the 12 methods that have been employed to address cybersecurity risks, almost all hovered
around the 40-50% range of implementation across the board. Yet, directors continue to feel the
methods being employed are not sufficient to protect their organization against a cyber-attack.
In response to an open-ended question as to which areas an organization should improve its
oversight and/or management of cybersecurity risks, the majority of directors wanted to see all
of the 12 methods (listed in the following graphic) employed.
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What methods have been employed to address cybersecurity risks?
			
NOT-FORPUBLIC
PRIVATE
PROFIT
Penetration testing

55%

53%

29%

Cybersecurity audits

57%

29%

25%

Cybersecurity assessments of third parties

48%

35%

17%

Cybersecurity vulnerability assessments

57%

59%

21%

Cybersecurity training

50%

41%

25%

Malware defenses

64%

71%

17%

Access right controls

59%

59%

25%

Information classification and protection

41%

53%

29%

Incident response system

50%

41%

21%

Inventory of unauthorized and authorized devices

43%

41%

8%

Application software security

52%

65%

38%

Public
Public boards show the highest figures in terms of implementing a range of defenses to combat
cybersecurity risks.
More than half of the directors indicated their organization employed nearly all the methods listed.
(Cybersecurity assessments of third parties, information classification and protection and inventory of
unauthorized and authorized devices were the least popular.) The public companies represented were
taking advantage of a greater number of methods than private or not-for-profit organizations.
This initial statistic shows promise. But the overwhelming sentiment of public board directors was all
areas need to be improved when responding to the areas in which their organizations should improve
its oversight and/or management of cybersecurity risks. One respondent declared, “I just think in
today’s world, a director (especially at a smaller company) will always be concerned about whether
enough is being done in this area.”

Private
As discussed, cybersecurity risk is the number one concern for private companies, drawing more
attention than for public boards, which also have cybersecurity as the top concern. Private board
directors understand cybersecurity is their top ranking risk; however, they have no confidence in the
risk’s management or in the organization’s ability to combat an attack.
Cybersecurity audits and cybersecurity assessments of third parties are employed far less by private
organizations than public.
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Not-for-Profit
Not-for-profits demonstrate the lowest employment of any methods to address cybersecurity risks.
This is logical considering it was not ranked highly as a risk. Though, as indicated earlier in the report,
not-for-profit boards find cybersecurity to be the overall most challenging risk to effectively oversee.
Some may cite the size/revenue of not-for-profits as an explanation for the lack of cybersecurity
defense mechanisms. However, our survey pool of not-for-profit directors represent organizations in
the billion-dollar range (and, on average, greater revenues than the surveyed private organizations.)
It could be that greater monitoring of/available reporting on not-for-profit financials has influenced
salaries and other critical spending. For the sake of a not-for-profit’s reputation, revenues should be
used to serve their constituency and mission, not on overhead.
The least commonly used approaches to address cybersecurity for not-for-profits include cybersecurity
assessments of third parties, malware defenses and inventory of unauthorized and authorized devices.
The lowest percentage – inventory of unauthorized and authorized devices at 8% – could be the
easiest to employ/track and could be one of the most effective ways to avoid (basic) cyber attacks.

CRISIS MANAGEMENT
The overall bleak outlook in terms of readiness for a crisis spared no organization.
Based on their responses, directors do not have confidence in their organization’s ability to manage
its next crisis; a mere 11% of directors feel their organization is well-prepared. Less than half of the
directors indicated adequately prepared.
Throughout the survey, crisis management has not been seen as a key concern for boards until now.
What can directors do to be better prepared and able to manage future crises?

How prepared is the board to manage your organization’s next crisis?

n PRIVATE
n NOT-FOR-PROFIT
n PUBLIC
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Public
A more positive outlook for public boards – 16% (the highest out of the 3 board types) responded that
their organization is well-prepared for its next crisis with only 7% (the lowest out of the 3 board types)
stating their board is not prepared to manage the next crisis.

Private
A quarter of directors (the most out of all 3 board types) stated their organization is not prepared for
the organization’s next crisis. This more than doubles the 10% responding they are well-prepared.

Not-for-Profit
Not-for-profit directors also responded with the least amount of confidence in the board’s
preparedness to manage their organization’s next crisis – 4% responded well-prepared.
All this said, if you knew what the crisis was going to be, it would be easier to be prepared and
feel confident in the crisis management plan. Adequately prepared in the case could mean boards
are ready to take whatever hits come their way as best possible. Again, here we see uncertainty
has an issue.

DIVERSITY GOALS
Last year, we explored the possibility that boards lacking term limits, age limits and diversity might
lead to groupthink. We also inquired if policies addressing these issues have been employed to
minimize groupthink. For this year’s survey, we took a different approach, asking directors what type
of dynamics are significant risk factors to a board’s effectiveness.

Based on your experience, what types of dynamics are significant
risk factors to a board’s effectiveness?
			
NOT-FORPUBLIC
PRIVATE
PROFIT
Absence of term limits

7%

19%

19%

Absence of age limits

7%

5%

4%

Lack of diversity

19%

38%

38%

Groupthink

48%

43%

27%

Unhealthy power dynamics

45%

43%

35%

Major skills gaps

33%

43%

31%

Lack of openness and candor in board discussions

40%

38%

27%

Ineffective decision-making processes

24%

33%

38%

Public
Public board directors do not feel as though the absence of term limits or age limits are a risk factor
to a board’s effectiveness. Contrasted with those results, almost half of directors list groupthink as a
significant risk factor.
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Without some sort of diversity in a boardroom, is it possible to avoid groupthink? Groupthink, which
can leave a group especially vulnerable when there is homogeneity of members’ social backgrounds
and ideology – and not just social/ideology – but experiences, tenure, types of companies, industries,
etc. is a widely accepted psychological phenomenon that results in flawed decision making.
The second most significant risk factor they identified is unhealthy power dynamics. It can be argued
that this risk could lead to less outspoken opposition with people failing to challenge those in power or
those in power intimidating those who are not.

Private
Private board directors are not concerned with the absence of term or age limits. Three other risk
factors – major skills gaps, unhealthy power dynamics and groupthink – are above 40%.
Interestingly, private boards’ results for absence of term and age limits and the lack of diversity are
nearly identical to not-for-profit boards. Both of these board types are far more concerned about
diversity goals than public boards.

Not-for-Profit
Lack of diversity tops the not-for-profit’s list of most significant risk factors tied to ineffective decisionmaking processes. Last year, when we asked directors if their boards employed diversity goals, almost
70% of not-for-profit directors indicated they do. Despite the high employment of diversity goals,
when asked to define their board’s understanding of diversity issues facing the organization, only 16%
stated we are well-versed.

How would you define your board’s understanding
of key issues facing the organization?
PUBLIC
2016
2015

PRIVATE
2016
2015

NOT-FOR-PROFIT
2016
2015

Cybersecurity
We are all well-versed

9%

24%

10%

13%

0%

3%

We try to keep ourselves educated

35%

35%

35%

43%

31%

37%

Some members are better versed than others

49%

34%

40%

33%

54%

47%

We are falling short

7%

14%

15%

15%

15%

17%

We are all well-versed

10%

7%

6%

5%

4%

9%

We try to keep ourselves educated

21%

29%

39%

38%

38%

29%

Some members are better versed than others

62%

46%

44%

47%

54%

53%

We are falling short

7%

19%

11%

14%

4%

16%

Social Media
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As businesses are affected by the speed of technology and the changing
human condition, diversity of thought in the boardroom is critical.
PETER BIBLE, CPA
Chief Risk Officer
EisnerAmper LLP

The lowest we are well-versed risk areas are cybersecurity and social media out of the 9 key issues;
ironically cybersecurity and diversity show the highest percentages for we are falling short. Across all
3 board types, from 2015 to 2016, confidence fell in the cybersecurity category of we are well versed
in from an overall 14% to 6%; however, for the same risk some are better versed than others saw an
increase from 38% to 46%.
What this might mean: Cyber is a much bigger and more targeted issue than boards originally thought,
so it’s rational that not everyone can be an expert on the board about cyber. Being aware of this is
paramount to effectively handling this risk; and having the proper experts in place is considered
a best practice.
This is also why having a diverse board in the sense of experience and expertise is crucial in today’s
business world.
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ABOUT EISNERAMPER
EisnerAmper is one of the premier full-service accounting firms in the nation and serves clients around
the globe. The firm is also one of the nation’s leading auditors of SEC registrants and maintains one
of the largest public company practices of any independent firm, providing services such as audit,
tax, internal audit, pension audit, and/or consulting to more than 200 public companies. With nearly
1,400 employees, including 180 partners, the firm provides services to diverse enterprises including
sophisticated financial institutions, global public corporations, and middle-market companies as well as
family offices, not-for-profit organizations, and entrepreneurial ventures across a variety of industries.
EisnerAmper‘s knowledge of the capital markets helps clients seeking advice on issues such as
mergers and acquisitions, debt financing, IPOs, due diligence, valuation, international expansion and
restructuring. The firm provides a comprehensive set of services to high net worth individuals and
families, including tax planning and compliance, investment planning, international wealth advisory
services, risk management, trusts and estate planning, cash flow and asset protection planning.
EisnerAmper professionals have significant breadth and depth of knowledge in key service areas
including consulting services including internal audit, risk management, information technology and
compliance. Other primary service lines include business and asset valuation, international tax, benefit
plan audit, litigation and forensic accounting, bankruptcy and insolvency and royalty audit.
EisnerAmper has deep expertise providing audit, tax and advisory services to clients in major industry
groups including life sciences, clean tech, technology, digital media, sports and entertainment, health
care, real estate, construction, not-for-profit, manufacturing, automotive, distribution and retail.
Through various avenues, such as EisnerAmper Cares, the Women of EisnerAmper and employee
affinity groups, EisnerAmper employees are encouraged and supported to make a difference through
volunteer projects and community service.

Engage with EisnerAmper!
www.eisneramper.com

Follow:
Like:
Link:
Follow:
Watch:
Write:

survey@eisneramper.com

Read:

eisneramper.com/concerns-blog
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